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JAXED Overview





DNN Framework
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1. Overview
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Deep Learning





2. Introduction
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Convolution Operations





2. Introduction
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JIT Optimization Exposes a Side Channel!





2. Introduction
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JIT Optimization Exposes a Side Channel!

2. Introduction

JIT Code Generation Execution

JIT Code Generation Execution

triggers
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Attack Scenario
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Attack Scenario (READ only API access)

3. Threat Model
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Attack Scenario (READ + WRITE API access)

3. Threat Model
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Attack Model







3. Threat Model



Northeastern SEED 2021

Example: LIBXSMM

4. JIT Optimized GEMM
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Timing Difference

4. JIT Optimized GEMM
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JIT GEMM Library API

Code Cache

Backend for JIT code

(driver program which prints C code with inline assembly) 

JAXED Attack

5. JAXED Attack

Does not trigger JIT!
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Inference through Matrix Multiplication

5. JAXED Attack





Conv2D
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Last Layer is Often a Fully Connected Layer!

5. JAXED Attack

Conv2DInput Linear OutputConv2D
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Attacking Last FC Layer

6. Results

Time difference is largest when the victim’s secret parameter (25)
is the same as the adversary
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Varying Victim’s Secret Parameter

6. Results
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Attacking a Conv2d Layer

6. Results
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DNN Attacks

6. Results
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End-to-end DNN Attack with MobileNetV2
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MobileNetV2

The Top-1 success rate (left) and the Top-3 success rate (right).
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MobileNetV2 (Detailed Results)
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Preventive Measures







6. Results
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Conclusion
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This presentation and recording belong to the authors. No distribution is allowed without the authors' permission.

7. Conclusion






